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Executive Summary

Abstract

Integrating the Energy System (IES) recognises interoperability as a key enabler for the deployment
of smart energy systems, enabling new business options. Interoperability, is covered in the SET-Plan
activity A4-IA0-5 and the ISGAN Annex 6: Power Transmission & Distribution Systems.

Smart energy systems rely on trustworthy means to smoothly exchange digital information.
Interoperable products enable heterogeneous systems and services based on components from any
vendor offering solutions and devices tested according to the IES rules. Smart energy systems can
be customised and adjusted on demand.

The stakeholder process proposed and maintained by IES [1], adopts the holistic IHE methodology
standardised in I1SO DTR 28380-1 [2]. This methodology evolves and spreads since 1999, driven by
IT vendors from the health sector intending to achieve interoperable IT components for healthcare.

The brain of the approach are the Integration Profiles, which normatively state how to combine and
implement established standards and good practice. The heart is the testing activity at an event
called Connectathon Energy because it is about connectivity. The legs that shall get interoperable
products to the market, are the Results Browser and the Integration Statements issued to state that
a vendor offers compliant IT solutions.

IES
Integrating the Energy System

Profiles Tests Results

Test
Tools Result
Browser

[——

Technical
Framework

Figure 1: The three pillars of the IES methodology

These core parts constitute the three pillars shown in Figure 1. Together, they foster sustainable and
efficient development and deployment of interoperable components for smart energy systems.

Finally, the creators of interoperable solutions and components are the hands that make interoperab-
ility flourish. In this cookbook, the steps and procedures of the IES process are outlined together with
narrative explanation, reasoning, options and some background information.
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EXECUTIVE SUMMARY

IES workflow

The IES process is structured in the four basic steps shown in Figure 2, which split up into many
intermediate steps and recursions presented in this cookbook.
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Figure 2: The IES process in four steps: identify — specify — test — sell

1. Identify Use Cases where interoperability is an issue and specify these by identifying system
borders and requirements [3].

« Assign an interoperabhility issue to a domain (identify where the issue belongs to)

- Write a Business Qverview (define actors, the environment and the general issue)

- Describe Business Functions (use the Use Case Method and UML use case diagrams)
+ Reuse Integration Profiles where possible (save specification and test effort)

2. Jointly identify how interoperability issues can be prevented and specify the requirements
normatively as Integration Profile [4].

+ Evaluate which standards can be used to fulfil the Use Case requirements

« Specify the process to realise a Business Function (UML sequence diagram)
- Define the actors and transactions (decompose Meta-Actors into modules)
+ Describe the role of the individual actors (modules)

- Draw an Actors-Transactions Diagram (visualise interaction)

« Draw detailed UML sequence diagrams per transaction (steps sequence)

+ Specify additional communication and security requirements

3. Test independent prototype solutions against each other on annual plugfest and iteratively
improve the Integration Profiles [5].

+ Specify test cases and test sequences according to Integration Profile specification

- Add test cases, procedures, description and criteria to test environment (Gazelle [6])
- Create and integrate/implement conformity validation tools (e.g., Schematron)

- Develop and offer remote pre-Connectathon dummy test partners (optional)

+ Execute test cases with at least two independent peer vendors

- Capture data transmitted during peer-to-peer communication (e.qg., trace via proxy)

- Validate recorded messages/traces and log evaluated test results (impartial monitor)

4. Publish interoperability test results for each participant/vendor [5].
- Publish which vendors successfully tested an Integration Profile (Results Browser)
- Get written approval of interoperable implementation (Integration Statements)

The IES cookbook @®®



SHORT NARRATIVE ON PROCESS BASICS

Short narrative on process basics

Integration Profiles shall be living documents that are meant to be iteratively improved. Technical
Frameworks shall continually grow to solve more and more issues of the business domain they cover.
As technology evolves, new Integration Profiles may complement the existing. Obsolete profiles
remain available as reference for legacy system integration attempts.

The core idea of the IES methodology is agile cooperation between stakeholders: among users and
technicians, scientists and engineers, managers, etc. All shall participate as peers and contribute
jointly to the development of demand oriented solutions. Interoperability may be achieved reliably
with simple means that work fine for many.

The IES approach foresees that the implementer from different vendors test their solutions among
each other, in a safe environment and in an early development stage.

All peers participating in a test case have a common goal: eventually they all want to pass the test.
A multi-day plugfest provides the environment and time to track down errors and make corrections
prior the decisive test. Implementer can talk to each other and jointly identify why something does not
work as it should. Such issues are often based on different interpretation of the Integration Profiles,
which demands understanding and amendment of the ambiguous text stating a requirement. The
comments and errors recorded at the test event are most valuable to improve Integration Profiles.
This feedback is practice driven and supports the advancement of the Integration Profiles.

Benefits - implicit and explicit

Public Integration Profiles yield increased development efficiency and market access:

- profiles provide clear answers to questions on possible options
- profile conformity allows small companies to offer sub-systems to integrate
- vendors need only one interface/solution to make their product interoperable

Contributing to Integration Profile development yields individual advantages:

- contributing parties can influence the solution design

« customers can make sure that profiles match their needs

+ knowing specifications early enables foresighted development

- trust and respect among peers from working together on solutions

Testing solution prototypes at a Connectathon Energy yields these benefits:

- testing with peers helps to identify and solve interpretation problems early

- test partners help each other to pass the tests eventually (common goal)

+ ambiguous specifications are jointly identified and reported for correction

+ public testing success can convince customers (Results Browser - optional)
- profile compliance listing for products (Integration Statements - on demand)

Integration Statements optionally added to the public Products Registry:
+ a shared, neutral, still valuable, marketing and advertisement option

« publicity for companies that launch products they might not be known for
+ system purchasers can find matching components by comparing listed products

— Integration Statements list the Integration Profiles a product supports. They become essential if
tenders request certain profiles, which is a clear advantage for customers because they can precisely
specify what fits into their infrastructure without going deep into technical details.

The IES Austria team 3



EXECUTIVE SUMMARY

Framework structure

Technical Frameworks are a collection of documents according to the structure shown in Figure 3.
They are developed strictly top-down, starting with a global Domain Overview (the business
environment), followed by the Business Overview, outlining an application (business scenario) or
service (business segment). This Business Overview introduces the region covered by the Technical
Framework at hand, and is the first part to complete. For example, operating a VPP is in all possible
variants a business use-case, whereas energy system security is a service that may be relevant for
several applications.

Domain Overview

SGAM layering

Technical Framework xy

Business Overview
(operation basics, targets, issues)

Vol.1
Business Functions :
(def.: meta-actors, interop.issues, sol.architecture) Function Layer
Integration Profiles
(spec.: Interop. Use Case — impl. requirements)
Vol.2 Transactions ommunication-Laye

(communication procedures)

T~

Actors Component Layer
(software modules)

Figure 3: The IES Document Structure: roughly incorporating the five SGAM Layers [7].

Depending on the individual business design, different features are required. According to SGAM
layering, we call them Business Functions. For example, telling a remote generator (DER asset) the
production schedule for the next day, is a Business Function. Also predicting the demand schedule
for the next day is a business function. However, if a Business Function does not involve cooperation
with other entities, than it does not rise interoperability issues and needs no Integration Profile.

— Incorrectly implemented calculations and data handling within an entity cause operational
malfunction, but not necessarily an interoperability issue. Interoperability, as we interpret it, covers
issues that reside in the cooperation.

Technical Frameworks consist of two basic Volumes, as shown in Figure 3. Volume 1 is purely
informative and outlines the environment that the Integration Profiles from Volume 2 are addressing.
Concluding the informative Volume 1, Actors-Transactions Diagrams visualise the situation, i.e.,
the required cooperation of the business entities (meta-actors) involved, and thereby indicate the
Integration Profiles required. Volume 2 is a collection of normative Integration Profiles (specifications)
and supportive information.

Amendment is required when new Integration Profiles become added to a Technical Framework.
Integration Profiles specify a canonical solution for an issue that relates to a Business Function.
Commonly, a new section and Actors-Transactions Diagram is added to Volume 1.

The IES cookbook @®®



PROCESS TIMING

Process timing

The date of the annual Connectathon Energy determines the timing. The timeline in Figure 4 refers
to the established practice from IHE.

Release profiles for implementation
Assign ressources to planned implementations
decide what to test at upcoming event

Register systems and intended profiles to test
start pre-testing, provide feedback on test plans

Systems registration
closure of systems and profiles registration

Attendees registration
closure of participant registration — billing

Use Case proposals
name interoperability issues
Shortlist most demanded
assign planning committees

Post work plans
invite the IES community

months prior Connectathon Energy

Announcement of IES profiles that cannot be tested
due to insufficient number of system registrations

Deadline for pre-Connectathon testing
evaluate pre-testing results uploaded

Jointly evaluate solution options
establish technical committees

Connectathon Energy
Post new Use Cases

Publish success

uonedionied A6iau3 uoyiejoauuo)

|
wiawdojanaq a|yoid uoneibaju)

for review by IES community * - Update Results Browser
Collect feedback on newly defined Use Cases 9 i; Integration Statements
integrate feedback and write profile specifications v = issue and add to repository
Post new Integration Profiles [ ;| T
for review by IES community g
Collect feedback on new/revised Integration Profiles +4 g

integrate feedback and finish profile specifications

Release profiles for implementation | +5
) 4

Figure 4: IES timing is centred on the annual Connectathon Energy

At first, the IES community collects and rates interoperability issues. When a core team of experts
agreed to contribute towards solving one of these, the intended endeavour (work plan) shall be
disclosed to the IES community two months in advance of the upcoming Connectathon Energy. Until
the Connectathon Energy, the contributing partners survey ideas for solutions by collecting options,
standards and good practice examples. Potential solution concepts for the most interesting profile
ideas can be presented at Connectathon Energy side-events to engage and involve more experts.

One month later, the Use Case shall be completely formulated and posted for an open review. At this
time the task force working on the specifications can go into specification details and shall post the
resultant Integration Profile two months later, again for open review. Another two months later, the
profile shall be published and is thereby announced ready for implementation.

If a sufficient number of Connectathon Energy participants register systems for testing the new
profile, the testing becomes scheduled. Commaonly, trial profiles needs to be revised based on the
feedback collected. If only minor adjustments are needed, the profile becomes announced mature
and is offered for regular testing and subsequent Integration Statements.

Independent whether a profile is new, revised, or stable, it can only be offered for testing at the
Connectathon Energy if the required number and type of peers registered systems for testing a
particular profile. However, unannounced ad-hoc testing of trial profiles may be possible, if the test
plans are available on cite.

The IES Austria team 5



EXECUTIVE SUMMARY

Crosscutting collaboration

IES focuses on the plurality that arises in the context of the system-of-systems interoperability
challenge. Development teams working toward solutions need different skills and experiences to
achieve the holistic IES targets. Figure 5 uses triples to express the plurality demand.

Domain
Integration Profile Expertise Test Definitions
solve interoperability issue per Integration Profile

Domain
Coordination,

A

Integrating Integrating

the the

Energy System Energy System

Transactions Actors Application Implementation Peer-to-Peer Specification

data exchange software components Expert|se Expertlse Interoperability Conformance
Planning Technical Tests Tests
Committee Committee

Figure 5: Plurality of desirable expertises in IES teams and committees

normation need - systems coordination - components architecture
To consider ¢ domain coherence - application utility — implementation efficiency
testcase design — interoperability assessment — conformance validation

The IES process is intended to foster the development of interoperable solutions and services that
increase the number and variety of products on the market, such that customised and increasingly
heterogeneous systems-of-systems can be composed.

IES offers the means to test early prototypes among peers in a safe environment outside the
development lab, which clearly supports the development. Per profile certification achieves the same
target, but does not offer this add-on benefit.

Peer-to-peer tests do not qualify for issuing certificates. Therefore, interoperability certification is
not replaced by IES because the former requires accredited test facilities to perform certification
level testing. IES Integration Statements assert that the vendor successfully demonstrated a profile
compliant implementation with the tested prototype or product.

Get in contact - get involved

Joining the IES community is easy, just express the wish to stay informed. News and participation
opportunities will be distributed to the entire IES community. Wherever possible, feel free to address
an |ES representative to discuss interoperability issues, the process and visions.

IES Europe shall soon unite many IES activities. Until than, and aside from national initiatives that take
over regional management tasks, the Technology Platform Smart Grids Austria lead by Dr. Angela
Berger, will serve as contact point for all enquiries.

10

Dr. Angela Berger, Managing Director E’il:
Technology Platform Smart Grids Austria LY

Homepage: www.iesaustria.at r
e-mail: ies@smartgrids.at EI-

http://www.iesaustria.at

The IES cookbook @®®


www.iesaustria.at
mailto://ies@smartgrids.at

CONNECTATHON ENERGY

Connectathon Energy

Testing at the plugfest called Connectathon Energy refers to early system-of-systems integration
testing, i.e., whether interfaces that shall connect different systems were compatibly implemented.
The mulit-day event provides the necessary time to identify and solve issues, and a save temporary
environment with strict confidentiality constraints.

Figure 6: Testing at Connectathon Energy

* Prototype testing: When a system implements an Integration Profile and is tested amongst peers
for the first time, it is usually not a fully developed product. The implementer come to the event with
their prototypes to identify shortcomings together with implementation and performance issues. The
prime intentions are to identify misinterpretation of requirements early and to resolve any issues on
site with the help of peers, long before product development is finished. It requires faith to go testing
with peers having a prototype only, but it yields great rewards (win-win).

— Test platform: The test platform called Gazelle from IHE Europe [6] has been found feasible, but
a different tool may be used similarly. The test platform shall cover all, from system registration to
executing test cases until test result validation by impartial monitors.

— Shortly after the event, the team responsible for all testing checks the recorded results and awards
the participants that successfully tested profiles.

* Steering approach: What is developed and tested decides the I[ES community, comprising both, the
profile developer and the prototype implementer providing systems for testing. How?

(A) Only if there is a sufficiently broad demand for some specification, there will be enough peers that
volunteer to write specifications and implement prototypes to perform interoperability tests.

(B) If the number of independent peers wishing to test a new/revised profile is insufficient, the profile
cannot be successfully tested and is withdrawn.

— The "succeed with three independent peers" constraint is installed to prevent any proprietary
solutions that would compromise the aim of IES for open interoperable systems-of-systems in the
energy domain, not hindering any vendor from proposing a solution on his own.

* No certification: It is important to note that testing at a Connectathon Energy does not replace
system verification and validation tests with or without the customer involved, nor any certification
on standard conformance. For latter, the interoperability tests are insufficient because they cover
features required for a certain use-case only, not all the features specified in a standard. The former,
system verification and validation, depends on the actual composition of a system-of-systems in the
field. However, if the existing components were successfully tested, there exists a high potential that
a new system that passed the same tests can be successfully integrated with less hassle. Therefore,
having successfully tested one or more profiles, a vendor can issue an Integration Statement for a
product that implements the tested prototypes.

The IES Austria team 7



| APPENDIX

Appendix

A Document templates

Complimentary document templates are available for Volume 1, Volume 2, Integration Profiles, and
Common Features. If support is required, get in contact with IES partners (ies@smartgrids.at). '

— https://www.smartgrids.at/integrating-the-energy-system-ies/download.html

B Flexible decomposition of specifications

Each Integration Profile solves primarily an interoperability issue of a targeted Business Function, but
may be reused via bundling it into an Integration Profile that contributes to solving other Business
Functions. Graphically, this is shown in Figure 7, where also the option to further reduce specification
redundancy via Common Features is considered.

Business Business
Function 1 Function n
derive from
Integration Integration
Prfﬁ/e 1 b\'“}(3‘\e_ - Profilei
g Integration [~~~ WO Integration
/ Profile2 [¢---_ 5| Profilej
' - A R Tl - =

Standard A Standard Z
(Technology) T (Technology)

Figure 7: Profile Bundling and Common Features: avoid redundant specification.

— Common Features: Having noticed that modern standards offer a plurality of options to realise
certain features, all based on the same technical background but with many options, it appears
straightforward to use the features that a standard offers as solution building blocks. These can than
be bundled (grouped) with Integration Profiles, as shown in Figure 7. Their actual implementation
shall be constraint by the calling Integration Profile, such that interoperability is achieved precisely as
required for the Business Function the Integration Profile relates to.

These solution building blocks we calla Common Feature (CF). They represent best practice solutions
or excerpts from standards. They may refer to a single standard only, and shall provide the full
flexibility available. CF are economic if a CF is used by many Integration Profiles. In that case, CF
save redundant specification of similar usages of the same feature. Modular profiles and CF may
also be composed into complex holistic profiles using the approach presented in [8].

CF can be used to partially derive conformance tests. The more restrictive interoperability tests, and
the conformance to the Use Case specific, Business Function related, restrictions, obligations, and
constraints, cannot be derived from a CF because these are specified in the Integration Profile only.

To be replaced by IES Europe mail account asap.
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C PROFILE COMPLEXITY RECOMMENDATIONS

C Profile complexity recommendations

The complexity of Integration Profiles shall be limited to feasible specification and implementation
effort. The IHE has formulated according recommendations and procedures that shall be applied
likewise (https://wiki.ihe.net/index.php/Process).

— |HE International Principles of Governance [9]
— IHE Profile Design Principles and Conventions [10]

D Certification approaches and examples

The IES scope is to establish a meaningful canonical, standardised process to create profiles for
interfaces between components of Smart Grids. As of now, no such process existed in the domain
of electrical engineering in the context of Smart Grids. There is no standardised way for system-
of-systems based interoperability testing. However, a well established concept exists, the IHE
(Integrating the Healthcare Enterprise) approach.

The healthcare domain has similar problems motivated form the view of system-of-systems
integration. However, it uses different processes, protocols, and data formats and ontology. A
particular challenge is to establish these for the Smart Grid domain and to promote the well-
established healthcare originated methodology in the energy domain.

Since this particular aspect is not in the scope of the EU and its European Interoperability Framework
(EIF), going vertical with established methods, IES conducted the first Connectathon Energy together
with IHE Europe in Den Hague, The Netherlands, successfully using the IHE Gazelle test platform.
This first proof of concept was considered successful form the healthcare testing experts. Time will
show how many interfaces and use cases will emerge with IES compliant profiles to be tested in the
coming years.

— IES does not certify interoperability: Testing at Connectathon Energy is among peers and on
prototype level, i.e., in an early development stage. This does not qualify for certification level testing.

Interoperability certification is commonly offered specifically for a certain standard or technology.
An example comparable in issues plurality are Bluetooth profiles (https://en.wikipedia.org/
wiki/List_of_Bluetooth_profiles). The diverging plurality of possible requirements for
different technical frameworks makes a global interoperability certificate unachievable.

Exemplary approaches and opportunities for certification and comparable assessments:
+ |EC 61850 University: http://www.61850university.com/
* OpenADR: https://www.openadr.org/certification-process
+ OPC foundation: https://opcfoundation.org/certification

- TUV  Sud  Group: https://www.tuv-sud.com/industries/power-energy/
smart-grid

« TOV Rheinland:  https://www.tuv.com/de/deutschland/gk/produktpruefung/
smart_home_smart_grid_de/smart-home-smart-grid.html

« Smart Grid Interoperability Laboratory (SGIL): https://ec.europa.eu/jrc/en/
research-facility/smart-grid-interoperability-laboratory

+ EU Interoperability Centre: https://ec.europa.eu/jrc/en/research-facility/
european-interoperability-centre-electric-vehicles-and-smart-grids

The IES Austria team 9
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| APPENDIX

Definitions

Actor: [s a functional software component of a system that executes transactions with other actors
as defined in an Integration Profile.

Actors-Transactions Diagram: |s the visualization of the relationship between (meta-)actors where
the connecting transactions specify the interaction.

Business Case: |s an economic viable realisation of a product/service idea/technique.
Business Function: Is a comprehensible functional piece required to realise a Business Case.

Business Overview: |s the narrative explanation of a Business Case including realisation variants
and environmental aspects.

Committee: Is a functional role within a community that is commonly taken by group of experts who
perform the assigned tasks jointly.

Common Feature: |s the specification of a single feature taken from a standard or good practice to
be used (bundled) in Integration Profiles.

Conformance Testing: Is a stand-alone process to ensure that the implementation conforms to
specified standards and profiles, i.e., the implementation’s outputs and responses are checked
against patterns and rules.

Connectathon Energy: Is a plugfest where components of different vendors are not hacked but
connected to evaluate the interoperability among them.

Domain Overview: Is the specification and explanation of the environment and constraints that
identify and limit a business/market sector (domain).

Feedback: Is a subjective information returned voluntarily. Recommendations, observations,
comments, rating, grades, likes, hints, criticism, and praise, are typical examples.

Integration Profile: Is the specification required to realise a part of a Business Function (or
combination thereof related to a single task) in an interoperable fashion (normalised).

Integration Statement: |s the summary of the Integration Profile testing that the prototype modules
of a specific pruduct (family/version) successfully passed.

Interoperability [ITU-T Y.101, ITU-T M.60]: Is the ahility of two or more systems (applications,
products, services) to exchange information and mutually make use of it.

Interoperability testing [ITU-T Z.450]: Is assessing the ability of two or more systems to exchange
information and to make mutual use of the information exchanged.

Interoperability Use Case: Is a part of a Business Function that relies on data exchange between
different actors (i.e., where interoperability is at risk).

Meta-Actor: Is the composition of actors that joins all the functional components (actors) needed
to integrate locally the functionalities (transactions) required for a Business Function.

Monitor (at Connectathon event): |s a neutral person (testing expert) that verifies if a test case has
been successfully passed by validating the recorded success.

Layer: Is a functional grouping in the style of the generic ITU-T X.200 model. Connecting layers via
interfaces enables adaptable system architectures.

Peer-to-peer: Identifies non-hierarchical cooperation among equally empowered entities.

Technical Framework: |s the hierarchy of documents that introduce, define and specify how to
implement functionalities and features such that interoperability is achieved.

Prototype testing: s the testing of implementations in a state where adjustments and amendments
can be directly integrated right away.

Sequence Diagram: Is a UML conform interaction visualisation that shows different processes or
objects (actors) as parallel vertical lines, and the messages exchanged in order of occurrence as
horizontal arrows (time progresses top to bottom).

10
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E DEFINITIONS

 Simulator: Is a virtual test peer that provide the essential features to perform conformance tests.
Typically used for pre-Connectathon tests but insufficient to assess interoperability.

+ System-of-systems: Is a system that results from the cooperation of different systems without
implicit central control. Typically a complex of individual control systems and diverse objectives.

« Transaction: Is the specification of a set of messages (1..n) exchanged among a group of actors
that realise the Use Case specific information exchange (in one or both directions, in a strict or loose
order) as specified by an Integration Profile.

+ Use Case: Is a list of actions or event steps required to achieve a distinct goal, typically defining the
interactions between a role (an actor in UML terminology) and a system. The actor can be a human
or some other external system.

+ Use Case Methodology: s the approach to identifying and exchangeable documenting requirements
based on TOGAF as specified in I[EC 62559.

+ Use-Case-Diagram: Is the UML conform visualization of a Use Case showing the relationship
between users and the different use cases in which they are involved.

+ Validate: [s to officially prove/state that something is true or correct.
+ Verify: Isto show or agree that something is true or correct.

» Volume: Isused to group different components of a Technical Framework such that different experts
can focus on different Volumes.

* The meaning of “shall” and alike: Throughout the IES documents we use the following terms and
synonyms to express if a constraint or requirement is essential, mandatory, optional, or possible:

o must be, has to be —  essential: unavoidable

o needs to be, shall be — mandatory: required

o should be, can be, may be — optional: good to have

o could be, might be —  possible: likely not useful

If you consider shall be as the key token to express what is mandatory, then the others can be
substituted without loss of accuracy. However, the priority or importance of the constraints and
recommendations remains unaffected, even though prioritization might be generally questioned
because all the so prioritized features are mandatory, and the term mandatory supports no
comparative degrees.

— Please refer to RFC 2119 (http://www.faqs.org/rfcs/rfc2119.html) and /EEE stand-
ard document structure subsection 6.4.7 (https://standards.ieee.org/about/policies/
opman/sect6.html) for more precise recommendations to follow.

The IES Austria team 1l
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